60-MINUTE SECURITY AUDIT

01 - The Basics Company Name:Yembo, Inc. Date:3/24/2026

: Do you hold a current SOC 2 Type Il or ISO 27001:2022 certification?
f 1 If so, is there a dashboard we can use to follow real-time compliance
throughout the year?

+ SOC 2 Type Il Yes [] No

- 1SO 27001:2022: Yes [ ] No

+ Dashboard link: https://trust.yembo.ai

+  Comments: These controls are continuously monitored by our

security partner Vanta, which hosts the dashboard
and monitors our compliance with the controls.

i 2 Do you carry dedicated Cyber Liability Insurance?

* [X Yes [ ] No

+ Carrier: Lloyd’s of London
+ Coverage amount: Confidential
+ Comments: Specific policy details available under NDA

Is customer PII (Personally Identifiable Information) and video

data encrypted at rest and in transit?

* In transit: Yes |:| No

+ Atrest: Yes |:| No

+  What algorithms are used in transit? SHA256withRSA over TLS 1.3 or 1.2

+ What algorithms are used at rest?  256-bit AES

+  Comments: |n-transit encryption is monitored monthly via Qualys. Yembo maintains an
A+ score. At-rest encryption is handled via MongoDB Atlas and AWS. TLS
1.3 is used where it's supported but Yembo supports TLS 1.2 fallback.
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01: The Basics

Is your platform protected by a firewall?

. Yes [] No
+  How often is the configuration tested? Annually
+ What was the date of the last test?  September 2025

- Comments: |nternal ticket number PM-2176

Do you enforce Multi-Factor Authentication (MFA)?

+ Do you enforce MFA for all internal staff with access to customer data?

Yes |:| No
+ Does your platform require supporting MFA? Yes |:| No
+ Comments: Admin-level users may elect to mandate their organization use MFA in
Yembo.

Can you provide your most recent penetration test summary report?

. Yes [] No

+ Conducted by: Intruder.io

+ Conducted date: May 1-30, 2025

* Number of critical issues found: 0

*  Number of high issues found: 1

*  Number of medium issues found: 0

*  Number of low issues found: 0

+  Were all issues resolved? Yes [ ] No

*  What date was the last issue fixed?June 4, 2025

«  Comments: Email us at security@yembo.ai for a copy of the report. We require an NDA
to be in place before sharing the full report.

Do you maintain a formal process such as a Vulnerability Disclosure or
Bug Bounty Program for external vulnerability reporting?

- X Yes [ ] No

* Link to policy: https://lyembo.ai/policies/security-practices#reporting-a-vulnerability
+ Comments:  This process is audited as part of our SOC 2 policies.
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02: Al & Data Rights

10

11

12

13

Is sensitive personally identifiable information (names, credit cards)
redacted before being processed by Al?

- [] Yes [ ] No Not applicable

+  Comments: Yembo's Al does not process names or credit cards. It is strictly used to
identify household goods, and PII context such as nhames, email
addresses, and phone numbers, are not provided to Al models.

Do you use public cloud Al models (like ChatGPT, Gemini, or Claude)
or do you develop your own models?

*  Public cloud models: |:| Yes No
* In-house models: Yes |:| No

+  Comments: Yembo's vision model was built by Yembo engineers, and the technology
has 10 granted US patents. There is no dependence on third party model
providers when videos or images are processed.

Who owns the output of the Al?

+ Answer: The moving company

Do you comply with the EU Al Act's transparency requirements?

« X Yes [] No

« Comments: Yembo's computer vision falls under "Minimal Risk" because it doesn't
threaten individual safety or rights, nor drive critical decisions in high-risk
sectors.

Does your app store customer videos/photos locally on the device?

. Yes |:|No

+  Comments: Al Self Survey: No, Smart Consult: No, Onsite: Yes, but only temporarily.
For Onsite, data is only stored temporarily on the device, and once it's
been synced to the cloud it is automatically removed from the device.

Where is your data physically hosted?

+ Data processing location: Virginia (US), Montreal (CA), Frankfurt (EU), Sinc
+ Primary data storage location: Virginia (US), Montreal (CA), Frankfurt (EU), Sing
* Backup data storage location: Ohio (US), Montreal (CA), Ireland (EU), Syndey (

+ Comments: A company is assigned to a data center during initial setup
depending on the company's data domicile requirements. This
policy is available at: https://lyembo.ai/policies/data-storage-policy

Get your 60-Minute Security Audit at zachrattner.com 3


https://zachrattner.com

02: Al & Data Rights

e 14 What controls do you have in place for GDPR and CCPA?

« Answer: Monitored by Vanta, Yembo enforces strict GDPR-level privacy
globally. We never sell data, so CCPA opt-out rules don't apply, but
we provide full support for all client data requests.

f 15 Do you have a dedicated Data Protection Officer (DPO) or Security Lead?

Yes [ ] No

* Name: Zach Rattner

+  Email: dpo@yembo.ai

* Phone number: +1 (833) 469-3626
+ Job title: CTO & Co-Founder

+  Comments: As Chief Technology Officer, Zach is ultimately responsible for
security at Yembo.

® 16 Please provide your subprocessor list of vendors who process customer data.

+ For each company, please include the legal name and

the purpose the company serves in your tech stack.
+  Comments:

This list is publicly available at https://yembo.ai/legal/subprocessor-list

e 17 Do you vet your subprocessors?

- X Yes [ ] No

+ If so, what are your requirements? |ISO 27001 and/or SOC 2 for vendors with PlI
+  Comments:
If the proposed subprocessor is going to handle customer PII, ISO 27001 or SOC

2 Type Il certifications are required. All suppliers are subjected to an annual
security review where up-to-date compliance certifications are obtained.
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03: The "Bad Day" Test

® 18 Whatis your backup policy?

19

e 20

. 21

o 22

* Answer:
+ Are your backups immutable? Yes |:| No
+ How are backups protected? Multiple layers, see comment

«  Comments: RBAC in MongoDB Atlas' backup feature and AWS S3's replication rules.
Versioning in S3 for immutability.

What is your Recovery Point Objective (RPO) and Recovery Time Objective (RTO)?

* RPO:1 hour
* RTO: 4 hours

+ Comments: This policy is tested annually under Yembo's Incident Response Plan.

What uptime percentage was your platform designed for?
+ Answer: 99.99%
* Comments: | can be tracked publicly too (see next question)

Do you have a publicly available status page for tracking your
platform's uptime?

. Yes [ ] No
+ If yes, please provide the link:https://yembostatus.com

+  Comments:Interested parties may also subscribe for proactive notifications over email,
SMS, Slack, and RSS.

Do you have an Incident Response Plan?

- X Yes [] No

+  How often do you test the plan? Annually
+  When was the date of the last test? June 2025

« Comments: Yembo's Incident Response Plan is audited as part of our ISO 27001:2022
process. The 2025 internal tickets were PM-1833 and PM-1926.
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03: The "Bad Day" Test

® 23 What protections do you have in place to ensure email integrity?

 For emails sent from your employees: DMARC, BIMI, and Valimail monitoring
+ For emails sent from your platform: DMARC, BIMI, and Valimail monitoring
- Comments: To prevent spoofing, Yembo authenticates emails using DMARC and BIMI

for verified inbox logos. We actively monitor our primary domains (yembo.ai,
yembomail.com) monthly via Valimail.

b 24 Do you monitor the dark web for leaked credentials to your platform?

- [X] Yes [] No

- If yes, how often? Daily

Comments: Yembo partners with a third party service to monitor the dark web for leaked

credentials. A process exists to proactively lock tainted accounts and notify
the owner.

- 25 What software environments do you have?

Answer: Development, staging, and production

+  How do you safeguard data isolation across environments?
Each environment is isolated from each other. The production environment shares no
infrastructure (servers, databases, or VPCs) with the nonprod environments.

+ Comments:

Customer PIl is not copied to nonproduction environments, and nonproduction
environments are strictly used for development and testing purposes.
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04: The Human Element

f 26 Do you have a human-in-the-loop review process for Al accuracy?

- X Yes [ ] No

+  Comments: Yembo has pioneered the human-in-the-loop review process for the moving
industry, and holds several US patents in this space.

; 27 Do you perform background checks on all employees and contractors
: with access to production data?

. Yes |:|No

* Comments:yembo performs background checks as part of the interview process as a
condition for working at Yembo.

; 28 Are your employees and contractors required to sign confidentiality
(NDA) agreements?

- X Yes [] No

+  Comments:Yembo requires NDAs to be signed in the onboarding process before the
worker is provided access to sensitive information.

= 29 Do you revoke access for employees and contractors within 24
hours of termination?

. Yes |:|No

+ Comments: The offboarding process involves heavy automation and is often handled
within minutes of termination. The official policy is within 1 business day.

® 3(0 Are all employees trained on security practices?

- X Yes [] No

« If yes, how often? Annually

«  Comments: This security training is provided by Vanta, and is periodically updated to
ensure compliance with latest policies and regulatory changes.
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